
// gfregwttra, atrrsht, $ilqrfr//

qftqd

( Toso gfug glerd mBqr 4r{rer$a-2026 )

o.$ r+.luil ii q6 azq qorqr it rr+r S fd gfrq sfYorfuqt azi

6ffit 6Rr dqra frBqr ElM w srfi, gasttrd trtr lzi :+rqfuo-+o

srrufr:+trqr ft:cqFrqi *Fc 6r dr {fr H d +-qrqrr fi M fr tffi t aen

3r{?Ircra b Aqno tt S-s {itiq fr 4os" ftfo6 frEt 3{rirur f+qa rsos b B{fr
s (r), fr{fr (g) rzi (ro) aur gft-u igdrra fir d;B6T o+ il'lrrei d;-frq rF dTraq

d?rr M E r ry 6t zn5rur5a 6 roru dt Fagur< ftRn Aft r drt i6(' .nri H -

r. S-sgo, zFLzqtq, Rr-r, lirdr"nfr, {--W wi rt;a q}qrd afrEfi w, r'qfi fi
akra q {sfi 5wia cff fr $srar :t;q srqtgrfiq twp fr tld, stc},

frffi, 3{erdr 3irBd Fdq 3Trfr 3rqfr}s a F6('arit fs q-6R +':r{fud
*tu drra frEqr t il&rer FeRr dT(r aqr sTf{Eq it fa frtqil o.r osd t
qraafu-qrdR't

qrg6rq qgara-* 6t S-d o-r, c-firacfa *+r srrrot srq ftn-S rorr t
dcrd frEqI qt tffi qn$ ila-fi.rfr qlir a 6r sR' d fo qrsfrq fut fi
s;arid uMrqar fu :naru-o u.i greil fiI EE t +if{dafd dt gea
:rarar 5;f c n a t G pr, G e m i n i 3fl ft n r acs w svats r¤t l+q1 s*,

2

\



2

3. Titcaetrf, r-q& w ortrra rci gu stt zra Erfua, o.rf fr q-ffr uii 6rS o.r

+qrrd $TE dqra frEqr qT qtrz a lO(' dR'l t-t tid-Caqtra o.r$ reral qt
dfi'qra !?i ffi tFirr 3{rE h sriscm gfr dqrd frBfi fi'S+tffrfr fi dlrrd
aia {A dr(' drf+. ffi rorr h $u-mur fir fe{r+f,r t EEr ar sh t

4. QrRr?T fi $ :r{dtrfr & F{dr s{i h ara t sruqr :rqi rnfHzqfiFdt
il' ara t serEt E(q;Trfr t dq.rff, tqq 6{ dcrd frBqt qq fs q-Sqrf,

yero ror:lc of ait+gc orr+r arar qrt6, qffid t t gS u-on arsfirq
3rsrEr eqfr-rrd dcrf, frEqr E-ffi'd'fi anc,qff t ffi Eqffiard c-qrsrq,

ei;trff, seqrs 3rerqr tEr 6r FrR-ngR fu-qr ilrdr ffi qffif, Ttr4Tt tTT

{--{ rouo frfud ¤-fl 3ltxur fr+a re fi qr+Erdt 6r FiEr aETr

Jr(rarl derd frEqr fr fdfi-d Erilcq.rd-s t s{i fr
3Tqtn 3rqA $rflHzqfisat fi tm' qrdt fr 3[ern 3i-a[ areqa] g
ffi sfr q-6R fiI 3{rq qrET 6r rr$ rt, d gd frqn Btqfi fi Bfi ilA
h Edi6 t so F+s fi sfF{ {¤-6r f,ot fa-+tur fde{rdr o1 :rB-qrd sq
t ulga lot drc't

s. ffi of$ fuq"fr $qqT sH rr nr ffi& 3Ter?rr 3i;qerT Affid ¤rrrfr il 1o.

gert raqd, sr$a, arfr, tr$, ftia atrar :rq ffi q-6R t ffi Eal fi Trer

qrqrd 6i rqlatd o'{fr 6f frsc ar 6r aR', a ¤t ffi ftE-S mFc qr 3rqff
qFfriqrfrdR't

s. frRrs serqr gfrffiqly zqfrrst fit grelr fr Et{rd r{e fr ilt
afWtrc-ffi cnr aeeEWf ezrat fi sH 3{zrqr ffit:nfr dqra
mBqr fr o,-flfr frsc a 6r dR', a fr t-S 6t$ 6-dt\ mT-c 1+.('dR, m

ry
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grErr 6t ET{r rdr6d dt rS q-cnfi 6lM fr qfe}qrur, fia, uiaart, afuer
qzi 3l;q id-aaetrd 6r{sr$ 6 wH rerar frM frsc srsrEr eTr{cr 6-{ar

quttrqrqffisddrnt

z. 1@, saftfd 3{2rEI 3Tg's ae--d il'srq ffi ron fr qFffiqr ¤}qrd

frEqrs{Sdafrsn't
a. frsrra 6r sqaRrqt 6f gfus qa fit 5qdRr & sq it u-+Ea Fo-+r urar

qrfi$, a lo ffi r'o sfMr fi a+fr-un qqrd qr 5qdRrqt fi sq il t

g. ffi sfr fc]-or+a diq, ffa-{dr aerr d-a-ga-dr$ 3rTfr fi'at{ra ffEa, gtefr,

3Tr'fd-6, saifq-6 (,?i 3ntlfr 3rTfr il cilat 3rqqr fi M dqrfr fr EqI q{ fr¤e
3{Qrzn dr{E 6'r;rT A-d-dr fi 3{fu6R iFT 5aaiqa t sra, f+*fr efr fte6 619
ste} frM sTA dree a lOrr ilqt s6i 3rrqaq6'Ei q-6r fr aat o-* c?i

rr{afr'sq{ia fr fre lov arvt

ro. ffi gfr:+qrrq Bsfr fd-f{iTr sft Ff 3rsrdr -qrqrilq fr "itdd Ff, Ss$
,dEifq-d ffi drd-6rtr dqra frBqr q< qlea nS fi Hrr-rfr m fun{dr
srrrqr sfffi+a q< fuqta wTra qg I

u. frffi afr ry;u ui d-d trsr t frtrd afran ad qrfuor, toefr -qrq +irsi"r

$fui+qq 3iildtd qrf,es f;{ d;Fdqz fu{ di, qrfl¤ $-d fis 3Trq. fiq{ (ig
fr|+qrf, sTfr 6 +H, fr M td :rq u-5-ura $lra frE+r qt qlFc ;rfr fu q

3T(rl

ry
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12. dcteT mBqr qr Fqrqrilfia B*cit, Eul-qt sTfr fi dEiE d t-S 6t$ ftFqufr
qr qFffiqr mFc a-fr fit aR' m amdtq ;qr{nfrq fiI 3fffrrdaT 6l
Fqfrt{rFtr

re. dqra mBqr w t-t ffi Eqfu fi frrdr FA-o.R a 6r aR' Bfr+l 3nr{ur
¤ErE, rrsrarBo sfr:rqqr srqtrfuo fitoiE d, a 0 t-g eqtrrqt 6t sftil
3Terqr otilqltd i6-qr "il\rt 5S u-orr s+qi qrsfrq 3rern aqfr-rra 6qrd
frfuI 3ro.rrc S t$ zqmt il srar ffi, frfgm 3rer.n s-q srffrfr
frFcfsrar ffi fi dn'dfr, d:irq{rk+. rr.1.-grayffio 4frFqfufl'fr
fusttsrQrErGdr

re. gfru qFqff, gfus Er6d atn qns6rq:rs qrcfr 6T rfir orA gi'gfu¤
3rMl3p;ay q-ffi fr qftfrd'3r?rqr frit 6rtr 6t$ sfi frM 3Tqrar

stel 3rqi eqF6-drd dqrd frEqr q* *E nfi f+.-qr sr<' a fi E"i gfus fi
erff fr 16-A gv e-$ qrntarnio o.rffi fi qt¤e qlq* of * {ff 61 4frnr fi
qF-{-dEf l

rs. gfus *S rgwfua fusTrq fr rri gv ffi sfr q-n'R &'siafi-o mq t
ffid q-fi+. qr fuF sn drra frBqr fi mr,rid fuo s+rEr fifr $TE fr
rfir nfr l+-qr arcr a ¤r frnrgd fu6' 3lerEr fIfr d ffi *izrca qr

rFrffft-oqrfr:qf h ffiqr rdrofuaor sr*urtr;qranrt

re. dqra fifuI E-d-cwrf qr q-Efrd 3ia-ut5d dtur s+trqr 3ia-gtE? qla qc

frF-S sfr s{+.rt dqra afrEqr 3r+.rrc t fudr sr{fffr fi eTrlr rfr fuqr
3Kr4Il

\



17. cnsfirq tti eqfr?rd qlak{ frGqr E-}cs.rf q{ tfr aE frq"n a-fr fI
drc'dfr, d fo crsa il{, rrfiq g{qrr t gtt E} :rarEr ensfrq Btqtq
frl?"Td eq-{¤arT3i .Tsr 3F"r t-}caqn-a UeT t fffa d t

rs. dlrd ?ftfur Eilcq.rf w aqro-ura ('6.rrc uari rrq qrgfirq cuc fra,
$u--r-ic, Erffi, 3tr$fr vts, t-fd 3Trfe ot rfir tfi ffrqr arSan a fr
zqfr -drd Itrfl Fa qt qrg6rq dam fr Gqr 6l Lo g i n l6qr snrun I

rs. gfuu qfu'qr ,t 3{ri Erfr ffi sfr dr6 6T siq s+erEr ffnddr fi dTIa

wa 6t ur$ urmfr ('d 6fuqr 3fl8 6l frf,I drffiia ffi q161 ro* frH 6t
T{-dr[t a?i uqffi-drd *fr crd fr Eqr E-&ffi rf w drsc r¤t P+-qr dT(rrfi I

zo. qrsfrq !d eqlfi-rrd slqra frBqr EiM rR alrwr A ffiq q?i frfut,
fq8{rdr fiI ffi 613rrd-ddr 3rsrqr 3Tqe t ffi qfts 3rMI qT 3rqe

FF6m h f{t-d qs fi ,IFffr fi fdfi-d 6t$ frFqsfr rfi' 6r srffi t

zr. qns6rq o.r{'fi'srq Srra frEqr mr zqfuzrd jqq}a +-{i t engfirq 6T6

wTrfd ili fi srq-TrE {f{-q qnsfrq rrrq qiT cfr 3rqe{q dar tt :ra,
qnsfirq tti Efirdfrq Ea fr ssft gfrrg-+trd ffi fqer fi dirra dcrd
frBqr fi rarqqq-5' 5q+iur ol qffiq-d ffiqr arar t I

zz. gffi 6rrr ffi 6E mFc aTqqr srmfr qns6rq qd aqfrzra dqrd
frEqr EM'w ¤rflr r¤t fi arm, m fu'frsTr"I fr l*ids 3lerEr

1*as+ fi e+r+ar q-srft-d etfr et t

zs. gfuo ca h T{¤d ars fuar qErff 3lffi 61 3rflft fi tt$ oH drd-6,t
¤T+.rt nero aqffi-rrd dqra eftBqr E-iM q{ srFr rfr fi drffi, d to,

\
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gfus fi tF-+q, 6re mr+-c qr 3ilRrE fi 3t;AEur d q-To. ilA Erfr il+frF
q?io.rffi+tq-6-c6-{frdt

za. tqr t dtifq-d Rrorqdt fu dera ffBqr 6) ar-qq rarar rgene-a il'
ffi6 g' ra: 3rrri EfrB rf&nrft 5 saff $wff Ea-+qrrafrqrs rd an' t

Eqq y* B{cr snf,r Fil{, fusdrd.iqfr rrrr, qlc}Hur u+errd, gfus

ryfiilq (,?i 3t--q rmra gft-w $-6r-$d fr Fd-+. o-ffi *'{-mra fr dr} dre
t{ itd 6id d gfr :rffi sq t qror garqr ard au BAqfi o.r srffia, qra-a

gfdfYd f+qr arcrr qt{ Btqit fi Ers sfr arf,{f6{ Zfr o.rf,r qrqr arn t d
sqtm A+rtfi rirda a-ora 3,r{errcEn.rr6'offt rra dl arfr arc't

Fs ¤EiE it itrfrq ,F dTrilq (BpR&D) il Er m-qi+.

Ls/06/2o24lDDlNpME-1es8o Edi6 22.tr.2o24 gm "s{6'rt o-*qrf[d ilrr
Elqra frGqr fi su*rr w r6rre-a gBf,t-6 m.{" A fr('f{Ftd frqn Bfclt , fir
qfr sft *iara or nfud fr ar rfr t Bd-dFr qrmr srfr rtrqqq6'su t gBtt-a
loqrar<'t

{prarsqd-fir{-srt '+tL oll'z'L

1 *arerr*aur I
gfrur6fahm

atasf,ql

C
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TO ENSURE SE OF SOCIAL MEDIA
MPLOYEES

(NPM Division, BPR&D)
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EMPLOYEES

1. INTRODUCTION
ln todayiq fast-moving and technolggy-driven world, communication ha$ become
much mgre vital than ever before, Effective communication enables governments to
co-opt citiTens intq the developmental and other governance processes, and make
them active contributors in nation building.

Governmenl
stakehdlders.

nature of communication from all types of organizations, especially at individual level.

Every Governmenl official is percelved by the public as a face of the government,
whether she/he is on duty or off duty. The activities and opinions of government
employees therefore have the potdntial to be seen as the government's official views.
The actions and statements of government employees on social media can impact
public perception of the' goverriment. Hence any kind of frivolous, illinformed or
unauthorized commenls erg! _9I g!_e,'! pgqglCl 9ogicl -CIC{i? ?c,qoqn-t have the
potential to cause great damage. Regulation helps maintain a professional image
and prevents actions that iould harm public trust.

Therefore the following guidelines are devised to ensure discipline on use of social
media-

1.1 Objective:

To create guidelines for an effective mechanism to ensure discipline on use of social
media by Government employees.

I'age 3 of l4

(lL reupon", to Rrcorm"ndrtio, No. 2g of DGsp,/!GFF Conferenre 20?S - ,,An

effective mechanism be made to ensuro discipline on use of soeiat ugdia bv
Goyernment emolovees a$ evenJbrsonar views of otficia! appeare.d to be th,at qf
povernnient.")
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the accidental or intentional disclosure of confidential information, leading to potential

It.
security breaches.

Avoiding Misinformation: Governmenl employees might inadvertently or

deliberately share misinformation or unverified information. Regulation helps ensure

that lhe information being disseminaled aligns with factual and verified sources,

maintaining public trust.
'Protecting Public lmage and Trust: The actions and statements of government

employees on social media can impact public perception of the government.

Regulation.helps maintain a professional image and prevents actions that could harm

public trust and cause embarrassment to the Government.
Ensuring Professional Conduct: Social media can sometimes blur the lines

between personal and professional conduct. Regulations can help maintain
.professional behavior, prevent harassment, and ensufe that interactions remain

Legat and Ethical Compliance: Government employees are.often bound by specific

legal and ethical standards. Regulation helps ensure that their social media aclivity

complies with these standards and the law.

Page 4 of l4

1.2 Purpose:

Preventing Conflicts of lnterest: Government employees might use social media to

promote personal views or engage in activities that could conflict with their official

duties. These guidelines will help ensure that their personal opinions or activities

don't undermihe lheir professional responsibilities.

Malntainile Ggnfidentiallty and Securily: Governmen! employees often have

access to sensitive or classified informaiion. Unregulated soclal media use can risk

L

vi.

2. INSTITUTIONAL FRAMEWORK

Various media platforms occupy an important position in communicating the intent

and activities of the government organizations to the general public. Further, the

media pfays a major role in shaping the perceptions about and the image of the
government.
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However, communication of the official stance has become more challenging in the
current era of qqic( and unverified dispersal of information/misinformation on multiple
media platforms by unauthorized individual government employees. .

2.1 Clear.Policies and Guldelines:
To address the incrgased iesponsibirity of media communication, everv HeQ
office ma Cell headed by a senior officer.

. - ong,deqling with the print & Electronic
the Social Media.+#iii. The MBC may be authorized to create and imprement crear guiderines for

media communication, including on social media.

Qffices at .the district level may also have MBCs. They may brief the
press/media, to give the factual position with regard to non- controversial
marters such as on matters rerated to important issues, good initiatives, raw
and order, etc.
Government employees may be sensitize d that socia edia s contain
links that can infect equ mentwi s which can potential Iter, destroy
or steal dat8 , and infect connected d . Secured internet connections only
should be used for uploading or downloading of content to or from social '

media wehsites.
vii. social Media sites and peer-to-peer communication platforms may be used by

adversaries to elicit classified information. This enhances chances of
unintentionally sharing of classified inrormation by the government servanls in
the pubiic domain, which may have the potential to impact depa(mental
securily.

viii. Guidelines should be issued by the stale DGps to ensure lhat the disclosures
ry rn:9]1*_99 not res{li! media trial that lead to prejygg,bg$hegssusea
(Hon'ble Supreme Courr directions in Criminal Alp9gl Jrlo. I2S5/ j 999).

Page 5 of t4

Hence, there is need for setting up of institutionar meqhanisms by the difierent
government deparlments and stales/urs, which may be similar to what is proposed
below. Such framework should, consist of clear policies, curated training mgdules and' a mechanism for accountability to ensure discipline on the use of social media.

i.

iv..



2.2 Training:
i. Per:iodic training should be conducted for media briefing, crisis

communication, and media interactions fdr the personnel deployed in the
MBCs in order to improve their functioning and reduce the possibility of
incorrect communlcaticin.

The training modules should include relevaRt legislations.

iii. The designated spbkesperson should be made aware of the changing media

landscape, the role of social media and the importance of having collaboratiye

relationships with the media organizations. i 'i

The MBe as a whole should be, kained and equipped foi, disseminating

accurate and verified infoirhStion clearly and concisely to the media.

Sep:ratejralljry should also be periodically conducted for emphyees/officials
who are nqt part of MBQs, to make them aware of the relevaiit institutional
guidelines and do's and don'ts penaining to personal and official social media

accounts,
Government officials should be encouraged to spread awareness of social

media perils amongst their family members and close friends, as they could

also possess sensitive information at times. i:r ';i i.,iri i

I

tv,

During training, the following Do's and Dont's may be disseminated to participants:

2.2.1 .General Prinqlples. 9o'g:
i. . Every gOvernment organizalion/departmont should. have an effective
. mechanlsm in, place to ensure discipline on use of social media by govt.

employees.
. ii. Only Designated Officials should use the relevanl official platforms to

disseminAte any dfficial information to public or media.

iii. Government employees should be mindful when expressing their viera/s on the
department and government policies and should refrain from mixing -facts' and

-opinions'.
No classifi ed/sensitive information should be_pAglgd_gn the internet under any
circumstances.
Governrtent employees on sensitive duties should not reveal th6ir exact
nature of work or place of work or any work related activities on social media

Page 6 of 14
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platforms. Locat ion and geo-tagg ing features should be switched off by such
employees whlle using.social media.
Government employees $hould be mandated not to express opinions on
government policies/schemes etc. even through lheir personal social media
accounts or to rnake political or religious statements in any public forum.
Employees shquld manage their account sitg settings to enable review and
approvaUrejeciion of comments by orher users before .u]i-Iffi"nb "r"allowed to appear on their timeiines.
ln case some adverse comment is still posted on the persbnal /official account
of an employee without his/her knowledge, the concerned should immediately
bring this to the notice of hislher seniors.
ln the above case a suitable rejoinder should be issued immediately.

1*,.":4r"1 of lhe d:lertm:nr shoutd be projegl_as such, and nor as rhe
inpividual efforts or achievements of any one officer.
The government employee wi be personafly responsible for the content

frUU,tieneU 
by him on blogs, wikis, or any other platform or in any form of user,

qenerated content. .Y' r ) ,'--'l
Employ-e:g s!9q!9!. remglqbetthat anytiing posted on electronic media, eVen y
accidenl, cannot be redacled oi deleted permanently. Anything,-6iEI$ted,

lx,

x

xll.

xtv.

vt.

vI.

v r.

can always be retriev
xiii. Apps banned by Government ofl shoqld not be used. (The list of Banned

Apps can be refened en Website oJ Mini$try of Electronlcs and lnfoffnation
Technology).
Government employees should adhere to the department's code of conduct
and ethical standards while using social. media. This includes treating all
individuals with respect, reTraining from discrimina tory language or behaviour,
and upholding the prinqiples of integrity and professionalism.
officers should refrain from engaging in unprofo,rqsional behayiour such as

"{:::tggats, sharing inappropriate content, or using offensive tanguage
on social media.

xvi. Care should bglq[gn regarcllg-gppearance, the clothes/unjform worn and
language used on online platforms. They should be befitting the dignity and
decorum that is attached with the individual,s identity as a government
servant.

XI

XV
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o address i;ke
news and rumors.

Maximum restiaint and caution shourd be used while sharing information
about any arrest, raid or' investigation on social media as any information
shared on social media by any authentic/authorised source will reach a wide
audience within a short period of time. The briefingi should be confined ro the
essential facts only.
oriiy Designated officers should disseminate iniormation to the media on law
arid order incidents and criminal investigations, including important.detections,
notable bchievements of the police department, disasters and other relevant
situations.
The conduct Rules of all government seirvices may be modified to incrude
suitable proviiions to ensure discipline in use of social media.

2,2.2 General Principles - Dont,s:

xvii.

xv l.

xix.

xx

,ii.

The media briefings should be held after proper preparalion and collection of
facts and not be rushed.
lnco,mplete or unconfirmed information abour ongoing government activiries,
and personal views, opinions.or speculations on the same should be avoirlbd.
casual communication with the media should be avoided in order to prevent
unintentional leakage.
Government employees should be advised not to post personal information or
activities on official social media platforms and vice versa. Govt. engagemenls
should not be posted on personal handles.

iii.

tv

lnformationi, pictures/ reels, etc. regarding official i ns, sensitive visitsns
etc. should not be uploaded on one's personal social media account and viie

vt.. ,

v .

versa.

Showcasing official machinery includin vehicles, offices, residences,
uniforms, etc. amo-lltt to misuse of_ government p_araphernalia for luilding
personal image and should be avoided.
No rnedia bribfing or communication (official or unofficiat) should be done for
the personal glorification of any officer.

v t.

Page 8 ol14
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Government 9rn!!:.m, insignia, ..g!forrn+!. should not be used in personal
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2.3 Accountability:
)

i. A Governmenl servant participating in public media

.

lll.

Dilur"ngur of ophryn -(official or personal) betwqen government servants
shquld notj?_1g{in the public domain oiffid on unlr]"ount.
Especially during media briefings , and also otherwise, adverse cemments
about other Government Departments, soci

, -, .:..,,
al values, traditions and local

custgns, etc,, should be avoided.
care shourd be taken to avoid endorsement of commerciar entities or
activities.

The differenr Porice officers associated with sensationar cases shourd not brief
the media separately, as this could result in different'versions.
Police officers should avoid sharing/posting information about any
investigaiion process and future operations i, uny..ru, that may hamper the
probe.

lnformation ought not to be released which would portray the police as
insensitivo or vindictive or which would suggest the pre_judging of an issue.
official emairs shourd never be used for creating or maintaining sociar media
accounts.
rh' .

xi.

xii.

xiii. r,,,

xiv.

)o/.

'i,
in other than official briefings r:,

V

shall at all times make it clear that the views ressed bf h]mther are his/her own *
and not those of the Governmerit.
As and when instanges of Fharing perso,ar views/opinions etc. by ,ny member of the
department, in any manirer that seems to impry that they 

're the officiar stand come
to notice, a silitable rejoinder should be i.s_qyed by the departrnent. 1
ln more serious casEc, the marer shourd be taken up at the appropriate lbvers for
remedial/disciplinary acti6n against the erring officials and their controlling officer,
depending on the nature of the violation.
Whire briefing the media, the designated officers must keep in view the appricabre
provisions of the official secrets Act, 1g23, Manuar of Departmentar security
Instrucrions (MoDsr) 2022, Nationar rnformation security poricy and Guiderines
(NrsPG), 2019, rerevant conduct Rures for govemment emptoyees and other rures
which may be applicable.
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- ix.

x.



Any deviation by lhe govt. employees concerned from the guidelines issued by .re

HoD.with regard to the communlcation with the media and online activities should be
viewed s¤riously and suitable action should be taken.

Further details on regulations against violations may be seen at Annexure 1.

3. Guidelines

provide valuable
and information on ent policies, procedures and various issues

ii.

or situations, due to which they are frequently invited on various media
platforms.

Further, they may also wish to express their opinions on lheir personal
social media accounis.

Care must be taken by such officials/personnel to ensure that only
correct and relevant information is shared to avoid spread of rumors or

iii.

v. The gravity of the Official Secrets Act, 1923 may be kept in mind before
disclosing sensitive informalion io which the officials/personnel may
have been privy during their career.

Page l0 of l4

iv.

misinformation:

It i6 aiso important to avoid any comments on sensitive topics that may



ANNEXURE 1

REGULATIONS A,GAINST VIOLATIONS

L lndian Otficial Secrets Act (IOSA)-1923.

i. Section 5: prohibirs communication of classified information to
unauthorized persons or organizations and also holds all government

. 'servants 
responsible for taking reasonable care of such information.

Il. lnformation Technology Act 2000 as amended by (Amendment) Rules- 2011:

, 
? i. Section 66 and 67: prohibits violation of privacy of individuals and

publication of obscene material including child pornography etc.

lll. Central Civil Services'(Conduct) Rutes .1 QQ4

Rule 1 1 : prohibits compunication, directly or indirectly of any official
document or its part tO anyone who is not authorized.
Rule $(3), A Gi.vernment qervant publishing a book or participaling in a
public media shall at all times make it clear that the views expressed by
him are his own and not that of Government.
Rule 9: prohibits a Government servant from making a public ufierance,
communication or statement of fact or opinion that can have the effect
of adverse criticism of any current or recent policy or action of the
government or which is capable of embarrassing the relations between
the cenlral government, state government or government of any foreign
State.

[.

flt.

lV. Central Secretariat Manual of Office Procedure-20'|5
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since information security violations could have grave consequences on national
sequrity, the following proviglonq ;oI law exist that ,could be invoked egainF_t
Governmenl servants for such violations. Every government servant is expected to
understand and follow these Acts, Rules and procedures in their activities on social
Mediq:



Chapter X: elaborates procedure of document security and sets up
norms for authorized communication of government information.

ii. Rule 7, Criticish of Government..-No member of the Service sha[, in
any raflio broadcast or communication Over any public media or in any
.document published anonymously, pseudonymously or in his own
name or in the name ef any other person or in any communication to
the pres$ or in any public ulterance, make any statement of fact or

, opinion -
1. Which has the effect of an adverse criticism of any current or

receht poticy or adtion of the Central Government or a State
Government; or

2. Which is capable of embarrassing the rolations between the
Central Governmenl and.any State Government; or

3. Which is capable of embarrassing the. relations between the
Central Government and the Government of any Foreign State:
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V. The All lndia Services (Conduct) Rules _ 196g
i. Rure 6(2), connection with press or radio-previous sanction of the

Government shall not be requlred when the member of the service, in
the bonafide discharge of his duties or othenpise, pubrishes a book or
contributes to.or participates in a public rnedia.

Provided that he shatt observe the provisions of rures and at ail times
make it crear that the views expressed are of his own and nor those of
the Government.

Substitutod vide Notification trto.t tOtZlZZlSe-ntS 7(lll) dared
13.01.1995 (GSR No. 52 dt. 04.02.199S)
lnserted vide Nolfication No. 11017127/93-A15 (|il) dated j3.01.1995
(GSR No. 52 dt. 04.02.1s9S)



Provided that nothing in thls rgle shall apply to any statement made or .-..
views expressed by a member of the Service in his official capacity and
in the due performance of the duties assigned to him.

(GOl lnstructions: D.p. & A.R. letter No. 11017/9/7S_AIS (ilt), dated the
2nd March,. 1 976, reproduced under Miscellaneous Executive
Inslructions at the 6nd of these Rules)

Note: section 2(1)(d) ot Bharatiya Sakshya Adhiniyam 2023 glves a new definition of the
word document which is compatible with the modern digital era. The new definition
specifically includes electronic and digital records within the scope of the term document.

li"
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REFERENCES:
ANNEXU. .J 2

a. The draft Manual on Media Briefing by Folice personnel, shared with CS-ll
Division, MHA on 21.03.2024 by the NPM Divisibn, BPR&D.

b. The All lndia Services (Conduct) Rules, 1g68

c. Central Civil Services (Conduct) Rules, 1964

d. Central Secretariat Manual of Office Procedure-201S

e. lnformation Technology Act 2000 as amended by (Amendment) Rules, 20.1 j

f. lndian OfficialSecrets Act, 1923

t
+

*
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g. Manual of Depadmental Security lnstructions (MODSI) 2022




